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Are You Carrying Trade Secrets?

n its broadest sense, a trade secret is any
lconfidential information used by a busi-
ness that gives it an advantage over com-
petitors who do not know or use the infor-
mation. Trade secrets can be technical in
nature, such as a formula, plans, or a
device—which are often thought of as
industrial trade secrets. They can
also be related to the business
operations of a company,
such as confidential
customer lists or
marketing plans.

Trade secrets
are legally pro-
tected in every
state in the Unit-
ed States by
either statute or
common-law
principles of
unfair competi-
tion. The most
prevalent law is the
Uniform Trade Secrets Act,
which has been adopted in
some form in 42 states and the Dis-
trict of Columbia. In addition, many
states have enacted criminal statutes mak-
ing it a crime to knowingly participate in
the theft of a trade secret.

The United States has also enacted the
Economic Espionage Act of 1996, which
creates two federal crimes involving trade
secrets. The first crime is economic espi-
onage, which makes it a felony to knowing-
ly steal a trade secret intending to benefit a
foreign government or foreign agent. The
second crime is the general theft of trade
secrets relating to a product that is pro-
duced for or enters interstate commerce.
These offenses are punishable by jail terms
of up to 15 years and 10 years, respectively,
and substantial fines.

Trade secret elements
The essential elements of any trade
secret are that the information:
= is neither generally known in the trade
nor publicly available,
= has some independent economic value,

such as giving a competitive advantage
to its owner, and
= must not have been publicly disclosed by
its owner.
In addition, the owner must have made
reasonable efforts to maintain its secrecy.

A trade secret can include many differ-
ent types of information, such as
formulas for chemical com-
pounds, processes for
manufacturing
or testing of
materials, pat-
terns for
machines or
other devices,
and lists of
customers,
vendors, and
marketing
plans, as long
as the owner
has held the
information secret.
Unlike inventions
covered by patents (see The
Industrial Physicist, August 2000,
pp. 26-27), a trade secret does not
require novelty to be protected because the
law does not protect against independent
invention or discovery of the secret. Nor is
there a requirement of absolute secrecy.
Even information that is known only to a
few competitors—and is held secret by
them—may be protected from exploitation
by a third party. A trade secret also is pro-
tected even if the owner has disclosed it to
employees or to others pledged to secrecy.

Nevertheless, there must be a substantial
element of secrecy so that, except by use of
improper means, it would be difficult to
obtain the information. Conversely, it is not
proper for someone to appropriate informa-
tion that is publicly known or generally
known in an industry as his or her trade
secret. Similarly, no trade secret protection
exists for matters that are completely dis-
closed by products sold to the public—
those, for example, that can be reverse-engi-
neered without infringing any patent rights.

Because the definition of a trade secret is
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broad and indefinite, the courts have strug-
gled with what is, or is not, a trade secret.
In some cases, expert testimony has per-
suaded the courts that a process or method
is not a trade secret because of its wide-
spread use by others. The courts also have
frequently declined to protect customer or
vendor lists or cost and pricing information
if that information can be readily obtained
from public sources.

Often, the deciding factor for the court is
whether the trade secret owner expended
considerable time and money developing it.
Inherent in every trade secret case is the
notion of unfair competition or improper
conduct, and courts are reluctant to deprive
an owner of a competitive advantage or
value because of a stolen trade secret.

The other major issue in any trade-secret
dispute is whether the owner of the infor-
mation has taken reasonable steps to pro-
tect its secrecy. Companies seeking to pro-
tect their trade secrets often fail to do so
because of lax secrecy procedures. The easi-
est way to lose a trade secret is to disclose it
outside of an expressed or implied obliga-
tion of secrecy. For this reason, any busi-
ness should take care to include confiden-
tiality provisions in all contracts with its
vendors, potential business partners, and
others who may gain access to the compa-
ny’s confidential information.

Employer vs employee

Most trade-secret disputes arise in the
context of the employer—employee relation-
ship. Employers view every piece of valu-
able knowledge or information that their
employees acquire as company property.
An employee, however, may understand-
ably think that his or her skills, knowledge,
and experience are personal assets that can
be sold to the next employer. On occasion,
this issue is the subject of explicit confiden-
tiality or noncompetitive agreements that a
person signs as a condition of employment.

Employees who have had access to confi-
dential technology or business information
and leave their jobs to work for a competi-
tor—or to enter into business in competi-
tion with their former employer—must
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consider several critical issues. First, they
should examine the employment agree-
ments they have signed to determine any
expressed confidentiality or noncompetitive
obligations. The existence of such agree-
ments, unless they are unreasonable in
scope or duration, may prevent a worker
from accepting employment in competition
with a former employer.

In the case of expressed, noncompetitive
clauses, many jurisdictions will not enforce
the agreements except to the extent neces-
sary to protect identifiable trade secrets. If
there is no possibility of disclosure of trade
secrets, or if the duration of the noncom-
petitive agreement is excessive, the courts
may not enforce the restrictions at all. On
the other hand, there is in existence a doc-
trine of inevitable disclosure of trade secrets
by which some courts impose noncompeti-
tion restrictions on certain high-level
employees even in the absence of a confi-
dentiality agreement.

Where no written confidentiality agree-

ment exists, the law still implies an obliga-
tion not to use or disclose an employer’s
confidential information if the employee
knew or should have known that his employ-
er wanted such information to remain
secret. This implied obligation, however,
may not apply to general information
learned as the result of employment, and it
does not expressly prohibit an employee
from soliciting former customers or clients
unless the knowledge of such customers is
itself a trade secret.

A more difficult issue arises when an
employee did not simply learn the trade
secret or confidential information from his
employer but actually developed it at his or
her initiative. Some courts have found that
under these circumstances, the employee
may have an equal right or privilege to use
this information in other employment. The
issue often turns on whether the employee
was “hired to invent.” For this reason, writ-
ten confidentiality agreements frequently
provide that any inventions belong to the

employer. A few states, including California
and lllinois, have enacted statutes that
restrict such agreements only to inventions
made by employees during their employ-
ment at the direction of their employer.

From the employer’s perspective, there
should always be clearly defined and com-
municated policies restricting employees’
use of confidential information. Employers
should also consider the use of written con-
fidentiality agreements with key employees,
including agreements about intellectual-
property ownership and restrictive employ-
ment covenants where appropriate. They
should also take special care to designate
sensitive materials as confidential and to
restrict access to their trade secrets on a
need-to-know basis. Even the posting of
signs on company premises restricting
access to areas where confidential technolo-
gy is used may provide critical evidence of
efforts to maintain trade secrets.

The successful plaintiff in a trade-secrets
lawsuit may be entitled to an award of




damages as well as injunctive relief. The
courts have allowed the calculation of
damages in different ways, including
recovery of lost profits sustained by the
trade-secret owner, recovery of the eco-
nomic gains earned from the trade secret
by the defendant, or a reasonable royalty
for its use.

A court injunction remains, however,
the most important remedy. The right to
exclude others from using a trade secret is
inherent to the property right in any trade
secret. The principal issue in many cases is
the duration of the injunction. Some juris-
dictions follow a rule that favors a perma-
nent injunction—even though the trade
secret may later become public informa-
tion—on the theory that the defendant
should never be able to benefit from infor-
mation obtained by a breach of a confiden-
tial relationship.

In other jurisdictions, the courts cannot
impose injunctive relief after public disclo-
sure of the trade secret, as, for example,

where the trade secrets are subsequently
disclosed in a patent. This assumes that the
defendant did not disclose the trade secret.
In cases where a defendant did, the courts
have enjoined the defendant from using the
trade secret, notwithstanding its subse-
quent public disclosure. In cases involving
former employees, injunctions are fre-
quently limited in duration to balance the
individual’s right to seek employment in
his or her field with the former employer’s
right to protect its confidences.

The law of trade secrets, although simple
in concept, is difficult to apply in practice.
Every situation has to be judged on its own
facts and involves balancing the interests of
the trade-secret owner with the public
interest in making nonconfidential, useful
information freely available. Cases are usu-
ally decided on the degree of secrecy main-
tained by the owner, the economic value of
the secrets, and the bad faith of the defen-
dant. In any industry involving industrial
secrets, the employer and employee should

be aware of the law and should take great
care in the dissemination or use of compet-
itive secrets. The loss of a trade secret by an
owner, or a court injunction and damages
levied against a defendant, can be a disaster
awaiting the unwary.
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